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WEB MAINTENANCE FULL-SITE CHECK SAMPLES
for the overall health audit of your website

https://bsscommerce.com/magento-services



SUMMARY

Audit Unit

Summary

Link

Note/Suggestions

Code integrity

Check if any core file is modified

https:/

idocs.google.con

Core files are not modified => Site is safe to be upgraded. The
current Magento version is 2.2.6, you can consider to upgrade
site to the latest version 2.3.3 for better performance and have
mare security enhancements

List 3rd party module

Module name + status (enable/disable) + Module
version

hitps:/

/docs.google.com

There are in total 48 3rd party modules installed on the site, one
is disabled. If the disabled one is no longer necessary, pls
consider to remove it to optimize code on the site. For the
enabled ones, we recommend to upgrade all to the latest version

Code validation

Audit the third-party theme based on Magento
coding standard (if theme packages are
available)

Audit the self-customized theme based on
Magento coding standard

https:/

Idocs.google.comn

- Validate tool: the popular issues are relatad to the code format
and some warnings about the code standard == not crucial

- Validate Manually:

+ code in layout file not in the correct structure:
hitp:

+ code PHP not written in the J5S file: .

+ module is declared but not used http:

+ file is declared but not used |

| T & o D
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+ Js doesn't meet Magento standard:

+ Redundant file:

+ Unused code: aal
+ Code not in correct output text format
+ use ObjectManager directly |

Usability Audit

https:/

/docs.google.comn

There are not much big issues on the site. But we still suggest
fixing all of them for better UX. Pls go through the result of
usability test and let us know which one you'd like us to check
further. We'll provide you the ET for them later.

pending

JS console error

Detect J5 emors from the browser console

hitps:/

/docs.google.com

Speed score is quite poor. There are many default features of
Magento that support optimizing speed on the site are disabled.

Speed https://docs.google.con] Some log files are very heavy, we can even open them to check
=> Follow our checklist to optimiza the site spaed and give the
customize the best UX when do shopping on the site
Because we don't have the root ssh access so some points will

Security https://docs.google.com| be left pending. Basically, site is secured but we can do more to

enhance its security

Magento coding standard




Site current version: 2.2.6

Magento core code
Issue

Suggest

Code 3rd party

Module

Issue

File path

There are many junk files not in use

edit text

Translate files created in core files

Core files are modified

Reavert core code + confirm logic to
propose suggestions

Core files are modified

Revert core code + make
maodifications in the theme

Core files are modified

Rewrite core code

Edit text and format

translate file is created

Edit text

Edit text

translate file is created

Customize template - input gty

Customize template - gallery

- add alt for image tag and add title for
button tag

- edit css

[ 4]

- edit js
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Date: 25/12/2019

1D Page Image JS error Link file
GET
General theken/blank/de_DE/cssifonts.css net:ERR_ABORTED 404
] Failed to load resource: the server responded with a status of 404 ()
] Failed to load resource: the server responded with a status of 404 ()
Home page Same with General
Create account Same with General
Login Same with General
Forgot password Same with General
CMS pages Same with General
| other pages Blog Same with General
] Blog post Same with General
Uncaught SyntaxError: Unexpected token u in JSON at position 0
— Praeduct page -
Same with General
Category page Same with General
[2019-12-25 05:47:28]) [ERROR] Failed to load the
Cart page "Magento_GiftMessageljsiview/gift-message” component.
] Same with General
Uncaught TypeError: Cannot read property 'innerHTML" of null
| Chackout page Uncaught TypeError: Cannot read property ‘code’ of undefined
] Same with General
Success page Command ignored. Plugin "linkid" has already been required on tracker "t0".
My account page |General Same with General

My Orders

Order detail page

Addrass book

Account Information

My reviews

Same with General

Same with General

Same with General

Same with General

Same with General




USABILITY AUDIT

BASIC FUNCTIONS
251212019
I |FRONTEND - . -
1 |Home page Function works well. L 3
2 |(C
re?te ace Function works well. I b
3 |Login & logout
4 |Forget & reset password Function works well. I E
5 |Header Function works well. I E
Mewsletter subscription field: after submitting an invalid email address, text color turns
6 |Footer SUGGESHION white. That makes it's hard to edit the text. L %
Familie Job page: error imagas. I |
404 -h link i : f
Other pages (CMS page, Content pages, ...) i st s m. = ST - .
Cur brands page: error images. I |
£ email address is not at correct position. I |
Many products have no image, especially at Versandapotheke category. I |
Open product page (update-item page) from update item function in cart -=
1. The product page showing has "update item” button and "checkout” button stick together.
I
Product page (site only has simple products) 2. There is one-click order function showing which is not in normal product page. Mot sure if
the function should work only at update-item page. |
Customer can not add to cart more quantity than instock quantity, but there is no alert
message to inform them in normal product page, while there is alert message showing at I i
update item page. |
"Mehr anzeigen” (Show more) button at rating filter is redundant since the rating options are
Category listing page SUGGESTION  ahvays fully showed. It is also still displayed at the category filter when all subcategories are |
showed.
"Clear cart” button doas not clear cart. It works in the same way with "update cart” button. .
Cart page k ]
General SUGGESTION Order summary: I{?ng product name displays under the thumbnail even though there is !
enough space forit.
_ Function works well.
Checkout as guest . .
SUGGESTION Required field alert message should be more noticable. I
Checkout SUGGESTION Add new address pop-up: fizld title and the star symbol should stay on a same line. L
Add new address pop-up: "Ich bestatige, dass ich Gber 18 Jahre alt bin" is required to be } |
Checkout a=s logged-in user checked at checkout as guest, but it is not required here. 4 J
SUGGESTION New_bnllng addrass form: "Im Adressbuch speichemn™ should stay at a more appropriate !
location
Success page _ Function works well.




THIRD PARTY MODULES

3rd THIRD PARTY MODULES VERSION STATUS DISABLED CORE MODULES
1.8.0 Enabled Amazon_Core
1.4.5 Enabled Amazon_Login
1.1.1 Enabled Amazon_Payment
Custom module Enabled
1.0.1 Enabled
4.0.210 Enabled
1.0.32 Enabled
Custom module Enabled
Custom module Enabled
Custom module Enabled
Custom module Enabled
Custom module Enabled
3.1.7 Enabled
0.1.6 Enabled
20.2 Enabled
0.1.8 Enabled
1.0.5 Enabled
1.0.2 Enabled
1.0.0 Enabled
2.9.0.1 Enabled
20.6 Enabled
204 Enabled
0.1.14 Disabled
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SPEED

SPEED UP CHECKLIST (LIVESITE) SEVERITY NOTE
- Full page cache is currently disabled
Enable all Magento cache ML => need to enable cache and test the
sife again
TO-DO
Enable flat catalog, category Should - Disabled => need fo enable
TO-DO
- - Not minified yet
Magento Default Minify JS/CSS Must TO-DO
Supporis
Bundle JS Suggestion
Switch site to production mode Must ok
Update indexes??
. . Must ok
Robot.txt - only allow popular bots such as Should Robot.txt is not used on the site
Google, Bing, yandex => suggest using the file to prevent bad bots
from afttacking and spamming
TO-DO
Image optimizer Should TO-DO
Frontend , Done. There’s already lazy load module
. L load Suggestion
Optimization Qzy loads 99 installed on the site
CDN Suggestion PENDING
Compile the code Must TO-DO
Delete unnecessary files on the server:
- Old backups
- Test files Should TO-DO
- Duplicated images which are in product
catalog but doesn’t belong to any products
Code Check code frontend => optimize remove
Optimization => i
display none blocks Should 10-DO
Disable/delete unused modules Should
Fix Magento logs Suggestion Some log files are too heavy to view.
PENDING
Check all the scripts on the site, remove the should T0-DO
unused ones
Optimize cronjolbos (disable unnecessary jobs) Should TO-DO
Blackfire.io Suggestion PENDING




SECURITY

Configuration Checkpoints Status check Note
Worlc with reliable hosting providers and solution integrators Pending Required information
Launching the entire site over HTTPs ToDo Solution
Ensure that there iz no unnecessary software nunning on the senver. ToDo Solution
Jse only secure communications protocol (SSHISFTRHTTPS) to manage
files, and disable FTF. ToDo Solution
Magento includes hiaccess files to protect system files when using the
Apache web server Safe ok
IJse strong and unigque passwords, and change them periodically. Safe ok
Keep ihe system up o date, and immediately install patches when new
security issues are discovered. ToDo Solution
Closely monitor any issues that are reported for software components used
by your Magento installation, including the operating system, MySQL
database, PHP, Redis (if used), Apache or Mginx, Memcached, Solr, and
SERVER any other components in your specific configuration. Pending Required information
Wale sure that all applications running on the senver are secure. Safe ok
SERVER Avoid running other software on the same server as Magento, especially if it
APPLICATIONS | is accessiple from the Internet. Details Pending Required information
Automate the deployment process, if possible, and use private keys for data
transfer. Pending Required information
Limit access to the Magento Admin by updating the whitelist with the IP
address of each computer that is authorized to use the Admin and Magenio
Connect downloader. Safe ok
Do not install extensions directly on a production server. Safe ok
Usze two-factor authonzation for Admin loging. Details Safe ok
Review your server for “development leftovers.” Details. ToDo Solution
Limit outgoing connections to only those that are reguired, such as fora
payment integration. Pending Required information
ADVANCED Use a Web Application Firewall to analyze fraffic and discover suspicious
TECHNIQUES |pattemns, such as credit card information being sent to an attacker. Pending Required information
Make sure that the computer that is used to access the Magento Admin is
Secure. ToDo Solution
Keep your antivirus software up to date, and use a malware scanner. Do not
install any unknown programs, or click suspicious links. ToDo Solution
Use a strong password to log in to the computer, and change it periodically.
Use a password manager such as LasstPass, 1Password, or Dashlane to
ADMIMN create and manage secure, unique passwords. ToDo Solution
DESKTOP Do not save FTP passwords in FTF programs, because they are often
ENVIRONMENT| harvested by malware and used to infect servers. ToDo Solution
IJse the latest version of Magento to ensure that vour installation includes
the most recent security enhancements. ToDo Solution
Jse a unigue, custom Admin LUEL instead of the default “admin” or the
often-used “backend.” Details Safe ok
Block access o any development, staging, or testing systems. Details ToDo Solution
Uze the comrect file permissions. Details Safe ok
Use a strong password for the Magento Admin. Safe ok
Take advantage of Magento's security-related configuration settings
for Admin Security, Password Options, and CAPTCHA. ToDo Solution
Install extensions only from trusted sources. Details ToDo Solution
Do not click suspicious links, or open suspicious email. Pending Required information
Do not disclose the password to your server or fo the Magenio Admin,
unless you are reguired fo do so. Pending Required information
Develop a disaster recovery/business confinuity plan. Even a basic plan will
help vou get back on track in the event of a problem. ToDo Solution
Ensure that your server and database are automatically backed up to
external location. Details ToDo Solution
For a large site, simple text file dumps of the database take an unacceptable
amount of time to restore. Details. Safe ok
Scan your store monthly on MageReport.com to detect malware and to
identify any security patches vou may not have deployed. MageReport.com
MAGENTO is 3 highly-regarded service that iz available at no charge. ToDo Solution
INSTALLATION | Unsecure Magmi Data Import Tool , adminer Safe
Check periodically for unauthorized Admin users. Pending Required information
Worlk with your hosting provider to review server logs for suspicious activity, Wie found this error in log:
and to implement an Intrusion Detection System (IDS) on your networl. ToDo Details
SECURITY Use a file and data integrity checking tool such as Trip\Wire to receive
REVIEW notification of any potential malware installation. Pending Required information

Safe

ToDo

Pending

No need more
action

Meed more
action

Mo conclusion
yet



